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1 Introduction

Package managers like dpkg, apt are ubiquitous and versatile. This projectlet will build a
package manager similar to these with security features added. Being somewhat lighter,
spm is designed to target both applications and for data.

Background

Challenge and Opportunity

1.1 Use Cases

There are 2 use cases for this tool. In both cases, the need to authenticate and tamper
protect the artifacts is the essential feature.

Software Installation Devices that are distributed - for example resident in hospitals
could leverage this to perform software upgrades. While the cloud connectivity is the pri-
mary enabler, the challenge of authentication of the software upgrades is significant. This
tool can play a central role in implementing a secure software upgrade architecture.

Data Archival The devices have the need to archive data - be it configurational or opera-
tional data. The security of the data is a persistent concern. Typically devices are configured
with customer specific details such as network names, local WiFi credentials and so on which
have to be protected from leaking.

Similarly medical devices recording patient diagnostic or therapy data often need to
archive for later analysis.

1.2 Learning Objectives

Application configuration with yaml Application configurations increasingly leverage
yaml (https://yaml.org/) in a rather rich field incorporating xml, json and so on. In
this project, the configuration is in the yaml format.
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Container Files - tar.gz The goal being the delivery of a set of files to the target, the
application supports collecting a set of files, directory structures and so on. Most modern
language environments provide appropriate libraries to manipulate a variety of standard
formats. In this project, a container file in the tar.gz format ie a compressed tar file carries

the application files.

Tamper resistant design Leveraging ideas of public key cryptography, tamper protecting
the contents. Digital signatures of each file is generated and verified before utilizing the

contents.

Securing the container file The final container including the payload files and their sig-

natures is in turn encrypted using a password.

2 Specifications

$ ./spm -h

Secure package manager helps prepare and distribute packages of applications

and/or data.

Usage:
spm [command]

Available Commands:

build Build a secure package
help Help about any command
install Install the package
version Report version
Flags:
--config string config file (default is $HOME/.spm.yaml)
-h, --help help for spm
--keep keep workarea

Use "spm [command] --help" for more information about a command.

Creating a package

$ ./spm build --help

Create a secure package based on the configuration file provided.

Optionally push the artifact(s) to a distribution server.
The first argument is the package spec file (ex spec.yaml)
Output package name is the second argument

Usage:
spm build [flags]
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Flags:
-h, --help help for build

Global Flags:
--config string config file (default is $HOME/.spm.yaml)
--keep keep workarea

of the artifacts. Argument
is the package (.spm)

Installing a package

Usage:
spm install [flags]

Flags:
-h, --help help for imnstall
--show  extract and show the contents. do not install. Implies --keep

Global Flags:
--config string config file (default is $HOME/.spm.yaml)
--keep keep workarea

2.1 Examples

Sample configuration In the following configuration file, we are asking spm to pack files
asac.pdf, usb_ddk.pdf, build.sh etc specifying a target installation location for each. In this
simplistic example, the preinstall and postinstall dont ask for anything exciting.

$ cat sp.yaml

package:
name: ServicePack
version: 1.3

contents:
- from: acsac.pdf
to: /tmp/acsac.pdf
- from: usb_ddk.pdf
to: /tmp/usbddk.pdf
- from: build.sh
to: /tmp/build.sh
- from: install.sh
to: /tmp/install.sh

preinstall:
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- go version
- 1s -1 /tmp

postinstall:
- 1s /tmp
- chmod a+x /tmp/install.sh
- /tmp/install.sh

spm v0.1 Page 4



3000 /69

Secure Package Manager

€.,6¢.,9uds/dmy/ ys- prIng/siausquod/69¢.G6e..9uds/dua/ ypd-oesoe/squequod/g9¢ .G/ ouds/dug/] :seTT4
Fpd-3pp~qsn/sjue3uod/69¢,Ge L 9uds/dug/ oTTF Juejuo)

wed - o1Tqnd /squequos/g9g .G L ouds/duy/ oTTF 3ue3uo)

Us ' TTe3SUT/S3Usqu0d/69¢/G¢e . ouds /duy/ o1 3usquo)

Us pTIng/s3ue3uod/69¢/.Ge. ouds/dus/ oTTF 3uejuo)

Fpd-oesoe/s1uequod/69¢/.G¢L ouds /dug/ STTF 3uU83UO)

wed - otTqnd/squequoo/69¢ .G, 9uds /duy/ pue wed-ejeatad/fgiom/69¢,G¢c,9uds/duy/ 1tedfey pejeer)

eV
ey
EV:
eV
eV
eV
eV

0§:
0§+
0§:
0§:
0§:
0G:
0§+

90
90
90
90
90
90
90

0T/L0/120T
02/.0/120T
02/.0/120C
0¢/.0/120C
0T/L0/120C
0T/L,0/120C
02/L0/120T

"3 O3 JO SJUau0d 9y U3Is A[[eI3Ip 01 pajeIsusgd sI aredAay B ‘MON

squequod /69¢/.Ge. ouds /dua/ oq ys-Tressutr o7ty Jurddo)
squequod/69¢/.Ge. 9uds /dmy/ o1 ys'prIng o113 Surddop
squequo0d/69¢.Ge . 9uds /dma/ oa gpd ¥pp~qsn o1ty Suthdop
squequod/69¢,Ge..,.9uds /dua/ oq ypd-oesoe ert1y Sutddo)
yoedgeotarsg : ouey Tuel-ds/-
s3oeyT3Ie/69¢.G¢. ouds/dug/ pue sijueluos/69¢/Ge L 9uds/dus/69¢.6¢. 9uds/dug/ ITp pejesi)
69¢.,G6¢€.,,9uds /duy/ pejesid esxexioy

€¥:05:90 0¢/L0/720CT
€¥:09:90 0¢/L0/120T
€%:09:90 0¢/L0/1202
€%:09:90 0¢/L0/1202

1971 o3eyoed pepeoT]

€%:09:90 0C/L0/1C0C
€%:09:90 0C/L0/1C0C
Twek ds/° oTTF uoT3eINSTFUOD I0F oFesxoed Jurpring £%:05:90 02/L0/720T

/oo "sme " oATIp//:sd1qy=s30eFT1Iy /W0D 813003 oATIp//:sdaqy=Tan ystqnd 3¥g
Twef-Styuoowds /- :oTTJy STJuod Jurs

ys- pItng/" ¢

uds-ds/ - Twel-ds/- deey-- Tued 3tyuoowds/ - StFuoo-- pring wuds
13ud=CY0MSSYdDNd WS 2Iodxe
yseq/utq/i#

Us'prIng 1ed ¢

adeyoed 21ndas e I1LaI)

Page 5

spm v0.1



Secure Package Manager

a0
—

81

Sutppy
Sutppy
Sutppy
Sutppy
Sutppy
Sutppy
Sutppy
Sutppy
Sutppy
Sutppy

96z oztg St1s7pd fpPPTgsn
Tqeo¥L0org FREPA6ET TRIF09/ 300 [0ad /wod - esTaen0 "nun// sdlayp0zehe 0218 Fpd spp-asn
9Gz ozt1g J1s-wed otTqnd

81¥ eoztg wed-otTqnd

9Gz ©zTg SIS Us' TTRISUT

O ©ZTIS Us' TTe31sur

9Gg ozTg STs'ys ' prINg

70T 9215 Uys'pIItnq

9Gz ©zT1g 318’ Ipd-oeSO®

615€CT ©zTIg Fpd- oesoe

9Gz °zTg S1s-eTTyolexord Surppy

G0G ©zZTg oTTFodesdoed JuIppy

uds -ds/s10m/69¢,.6¢€,,.9uds /duy/ pejesa)d

eV
e
EV:
eV
eV
eV
ey
EV:
eV
eV
eV
eV
eV

1d1os [j2ys prmq
311 UI PIIBJIPUL SE S[geLieA JUSUIUOIIAUD ) WO peal st aseaydssed oy, -oseiydssed a3 Suisn pairdAIoua s1 o[y 1oureuod a3} A[reur

0§:
0§+
0§
0§:
0§:
0G:
0§+
0§
0§:
0§:
0§:
0§:
0§

90
90
90
90
90
90
90
90
90
90
90
90
90

0T/L,0/120T
0T/.0/120C
02/.0/120C
02/.0/120C
0T/L0/120C
0T/L,0/120C
02/.0/120T
02/.0/120C
02/.0/120C
0T/L,0/120C
0T/.0/120C
0T/.0/120C
02/.0/120T

d[ya3deyded Isojiueil & SUIPN[OUL I ISUTRIUOD B OJUT SIUU0D 31 yoed Affeurq

81s-eTTJedeoRd/S1U81U0D /69¢€,.GE . 0uds /duy/ peqeisusn ‘oTTJ oFexded oyl PoulIs

s - oTTJedexord/S1uUa3u02/69¢,.Ge,..9uds /duy/ Sutqesad oTTFedeyoed/siueiuod/69¢/.Ge/ ouds/duy/ Sutultg

aTTyo3exoed/S1uUsqu02/69¢,G¢e /. ouds /duy/ qsejTuew peaeg

dzTPTF8ALO59-dR96-CR8Y-6298-G969EFPE polesd pI eubtup

s 7pd - pp-qsn/sjuejuod/69¢,Ge . ouds /dug/ Sutqeerd ypd-ypp qsn/siusiuod/69¢)5¢) 9uds/duy/ Surtultg
8ts-wed - o11qnd/squequos/69¢,.Ge . /9uds /dug/ Sutqesad wed-orTqnd/squsiuods/g9¢,Ge . ouds /dug/ Sutultg
8Ts'ys' [TeISUT/S31U81U0d /69¢/.Ge..0uds /dmy/ SutqeeId ys [TeISUT/S]1UL8QU0D/69¢€.GE.9uds /duy/ Sutultg
81s'ys pIINg/s3usluod/69¢,Gc, 9uds /duy/ Burqesido s prIng/sijueiuod/e9¢,ge/ ouds/duy/ Sutults
81s- ypd-oesoe/squequos/g9g.Ge L ouds/duy/ Surqesido Jpd-oesoe/squequod/g9g/Ge L ouds/duy/ Sutulrg
soT1y G Jo wed-ejeatad/xiom/g9g,Ge s ouds/dugy/ Sutsn Sutulrg

eV
eV
eV
7
eV
eV
e
Ev:
eV
eV

0§:
0§
0§:
0§:
0§:
0§:
0§+
0§
0§:
0§:

90
90
90
90
90
90
90
90
90
90

0T/L,0/120T
02/.0/120C
0T/.L0/720T
0¢/.,0/120C
02/L0/120T
0T/L,0/120T
02/.0/120C
02/.0/120C
02/.0/120C
0T/L.0/120C

‘pateIauad sem eyl aredAsy oy YIm S SIUSIU0D 3 Jo yoea urudis moN

Page 6

spm v0.1



Secure Package Manager

wdsds/* pejeeId €%:05:90 02/L0/120C
18u8yd eseiydssed wds-ds/- o1 wds-ds/xqaom/g9g,Ge . 0uds/duy/ :woxy 3dLiduy €%:05:90 0Z/L0/120C

uds - ds/s10om/69¢,Ge.,.9uds /dua/ peaesId €%:05:90 0Z/L0/120T

Page 7

spm v0.1



Secure Package Manager

3 Implementation

Implementation in go https://github.com/RajaSrinivasan/spm.git
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