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1 Introduction
Package managers like dpkg, apt are ubiquitous and versatile. This projectlet will build a
package manager similar to these with security features added. Being somewhat lighter,
spm is designed to target both applications and for data.

Background

Challenge and Opportunity

1.1 Use Cases
There are 2 use cases for this tool. In both cases, the need to authenticate and tamper
protect the artifacts is the essential feature.

Software Installation Devices that are distributed - for example resident in hospitals
could leverage this to perform software upgrades. While the cloud connectivity is the pri-
mary enabler, the challenge of authentication of the software upgrades is significant. This
tool can play a central role in implementing a secure software upgrade architecture.

Data Archival The devices have the need to archive data - be it configurational or opera-
tional data. The security of the data is a persistent concern. Typically devices are configured
with customer specific details such as network names, local WiFi credentials and so on which
have to be protected from leaking.

Similarly medical devices recording patient diagnostic or therapy data often need to
archive for later analysis.

1.2 Learning Objectives
Application configuration with yaml Application configurations increasingly leverage
yaml (https://yaml.org/) in a rather rich field incorporating xml, json and so on. In
this project, the configuration is in the yaml format.
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Container Files - tar.gz The goal being the delivery of a set of files to the target, the
application supports collecting a set of files, directory structures and so on. Most modern
language environments provide appropriate libraries to manipulate a variety of standard
formats. In this project, a container file in the tar.gz format ie a compressed tar file carries
the application files.

Tamper resistant design Leveraging ideas of public key cryptography, tamper protecting
the contents. Digital signatures of each file is generated and verified before utilizing the
contents.

Securing the container file The final container including the payload files and their sig-
natures is in turn encrypted using a password.

2 Specifications
$ ./spm -h
Secure package manager helps prepare and distribute packages of applications
and/or data.

Usage:
spm [command]

Available Commands:
build Build a secure package
help Help about any command
install Install the package
version Report version

Flags:
--config string config file (default is $HOME/.spm.yaml)

-h, --help help for spm
--keep keep workarea

Use "spm [command] --help" for more information about a command.

Creating a package

$ ./spm build --help
Create a secure package based on the configuration file provided.
Optionally push the artifact(s) to a distribution server.
The first argument is the package spec file (ex spec.yaml)
Output package name is the second argument

Usage:
spm build [flags]
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Flags:
-h, --help help for build

Global Flags:
--config string config file (default is $HOME/.spm.yaml)
--keep keep workarea

of the artifacts. Argument
is the package (.spm)

Installing a package

Usage:
spm install [flags]

Flags:
-h, --help help for install

--show extract and show the contents. do not install. Implies --keep

Global Flags:
--config string config file (default is $HOME/.spm.yaml)
--keep keep workarea

2.1 Examples
Sample configuration In the following configuration file, we are asking spm to pack files
asac.pdf, usb_ddk.pdf, build.sh etc specifying a target installation location for each. In this
simplistic example, the preinstall and postinstall dont ask for anything exciting.

$ cat sp.yaml

package:
name: ServicePack
version: 1.3

contents:
- from: acsac.pdf

to: /tmp/acsac.pdf
- from: usb_ddk.pdf

to: /tmp/usbddk.pdf
- from: build.sh

to: /tmp/build.sh
- from: install.sh

to: /tmp/install.sh

preinstall:
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- go version
- ls -l /tmp

postinstall:
- ls /tmp
- chmod a+x /tmp/install.sh
- /tmp/install.sh
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3 Implementation

Implementation in go https://github.com/RajaSrinivasan/spm.git
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